
GET SET UP FOR SAFETY  

Spot a scam 
A scam is a made-up story to trick people out of money or steal 
their information. Learn how to check for red flags.
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Scams are on the rise and they’re getting harder to spot.
Improve your scam-spotting skills with Netsafe’s advice.

Topics

01 
Surprise 

02  
Control

03
Access

04 
Money

05  
Stop and seek support 

06  
Practice using SCAMS
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S C A M S
Surprise Control Access Money Stop...

 Surprised at the message?  
 Controlling behaviour? 
 Access requested? 
Money requested?  

If yes to any of the above, then: 

 Stop communicating and seek support. 

Contact Netsafe: 0508 638 723 or netsafe.org.nz

Worried you’re being scammed? 
•	 Surprised by this message or that there’s a problem? 

•	 Rushed to make a decision, or to move to a different online space? 

•	 Are you being asked to share passwords or personal information?

•	 Are you being asked to pay online for something you’re not sure 
about?

 
Check for red flags and take action with SCAMS: 
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01
  
Surprise
Surprised by a message or that there’s a problem?  

Unexpected contact  

•	 This can be from someone you know, or someone who says 
they’re from an official organisation like an embassy, your bank or 
internet provider.  

Unexpected problem 

•	 Often someone may say they can fix this surprise problem for you.  

I wasn’t expecting a  
call from the bank...

My computer has a virus? 
I didn’t know that...

I have an overdue 
account?
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02
  
Control
Being rushed to make a quick decision, or to move to a  
different online space?   

Being rushed could look like: 

•	 Act now or miss out on something good e.g. prize, bargain. 

•	 Act now or you’ll be penalised e.g. fine, account suspension. 

Moving to a different online space could look like: 

•	 An online friend is leaving the platform where you met and they 
ask to keep in touch by a different form of communication like 
email or using a different social media app.  

•	 A vendor offers you a discount if you pay direct rather than 
through the booking system.
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03
  
Access
Are you being asked to share passwords or personal  
information?   

This could look like: 

•	 Verify your account by clicking here/logging in.  

•	 Prove who you are to correct an account error.  

•	 We can fix a problem if you give us remote access. 

•	 The web address (URL) doesn’t look quite right 
i.e. Trademe.eu or www.Amazonn.com.
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04
  
Money
Are you being asked to pay online for something you’re not 
sure about?

This could look like: 

•	 Pay a ‘processing fee’ to get a prize. 

•	 Send gift cards, bitcoins, or pre-loaded debit cards to help your 
online friend solve a personal problem. 

•	 Enter your credit card details into an unsecured payment system 
i.e. no ‘https’ and the website address doesn’t match what  
you’re expecting.

So I’m buying an electric 
car from www.donuts.nz?

You want me to send 
you a gift card??
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05
  
Stop and seek support
Surprised by this message or that there’s a problem? 
Rushed to make a quick decision, or to move to a different online space? 
Are you being asked to share passwords or personal information?
Are you being asked to pay online for something you’re not sure about? 

If yes to any of the above:

Stop communicating:

•	 For a scam to work, the scammer will need you to do something – 
click a link, give them information, access or money.  

•	 Don’t communicate with them again –  
if they’ve called you, hang up the phone.

•	 Don’t click links in any messages. 

•	 Don’t pay them any money. 

Seek support: 

•	 If you’ve already paid any money, contact your bank immediately. 

•	 Contact Netsafe for advice about next steps. 

•	 Reach out to your friends/whānau for support. 
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06
  
Practice using SCAMS
Look at the examples of common scams below and see if you can spot 
all the signs of a scam. 

EXAMPLE 1:
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06  Practice using SCAMS

The message fails three red flags: Surprise, Control, and Money.  
If you had clicked on this link and paid money, you’d need to contact 
your bank immediately, reach out to whānau for support, and contact 
Netsafe for next steps. 
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EXAMPLE 1 ANSWERS continued

Surprise – an outstanding fee is usually a surprise.

Control – You’re being rushed to pay within a time limit. The link is for a 
new online space – one that doesn’t match the service it claims to have 
come from. 
Access – In this case, the potential scam is targeting money rather than 
personal information. 

Money – you’re being asked to pay money through an unsecured
website. There’s no ‘https’ in the address and URL is not the official
NZTA web address. 

For bonus points, there are extra scam signs to spot:
•	 The message is from a personal phone number. A message from a 

government agency won’t show like this.
•	 It has spelling and grammar errors. This is often a sign of a scam.

 

06  Practice using SCAMS
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EXAMPLE 2 

06  Practice using SCAMS
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EXAMPLE 2 

06  Practice using SCAMS

The message fails two red flags – Control and Access. Even failing 
one red flag means it could be a scam and you should be ready to stop 
communicating and contact Netsafe for next steps. 
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EXAMPLE 2 ANSWERS CONTINUED

Surprise – Often a scam may work because of timing. In this case, 
scammers often send IRD scams during tax season so this message 
may not trigger the surprise red flag.

Control – The link is for a new online space – not the IRD website.

Access – The message is asking for personal information to be entered 
through the link. It’s likely the link will be a fake IRD sign-in page and 
attempt to capture your username and password.

Money – The message doesn’t directly ask for payment, so may not trig-
ger this red flag.

06  Practice using SCAMS
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Want to learn more about SCAMS?

Watch our videos about SCAMS by visiting netsafe.org.nz/olderpeople.

On the above web page you can also check out our Little Black Book of 
Scams to find out almost everything you need to know about the most 
common scams targeting New Zealanders today.

You can download a copy to read on your device or print out the
32-page booklet to keep by the computer at home.

Little Black Book of Scams and Fraud
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Additional resources

Now you have some tips to help you check for red flags and take action 
with SCAMS. Learn more on other Get Set Up for Safety topics by 
visiting netsafe.org.nz/olderpeople, including:

•	 Staying connected
Learn the basics of social media platforms and how to adjust privacy 
and security settings to socialise online safely.

•	 A user-friendly device
Set up your device so it’s easier and safer for you to use.

•	 Safer shopping, banking and investing online
Learn how to avoid scams and what to do when things go wrong.

•	 Secure your devices
Set up your devices (phones, tablets, PC’s, etc.) for safety, to give you 
peace of mind when online.

•	 Glossary
Stay up-to-date with digital terms using Netsafe’s glossary, designed 
to be used with the other resources to explain the terminology.

https://netsafe.org.nz/olderpeople/ 


We’re here for you. If you require assistance or experience
online harm, contact Netsafe.

If you’re unsure about a situation or need further advice, you can find
more information on the Netsafe website netsafe.org.nz.

Call 0508 638 723 Visit netsafe.org.nz report.netsafe.org.nz


